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Voting System State Certification Program  

 
Frequently Asked Questions 

 
1)       Why is Colorado re-testing voting equipment?        
 
In 2006, the Denver District Court ruled in Conroy v. Dennis (no. 06CV6072), that the Secretary of State’s 
office must re-test the electronic voting equipment that was previously certified in 2006. To do so, the court 
ruled that the Secretary of State must promulgate a rule establishing minimum security standards for electronic 
voting systems and then re-test previously certified systems using the revised security standards. 
Consequently, with assistance of outside experts and after a number of public meetings, the Secretary of 
State’s Office published Rule 45 and began re-testing the voting equipment pursuant to the procedures 
outlined in this rule.  
 
Additionally, the Secretary of State published very restrictive county security procedures (Rule 43) to ensure 
that the environment in which electronic voting equipment operate at the county level are as secure as 
possible.  

 

2)       What specific equipment is being re-tested?          
 
Colorado’s 64 counties currently use electronic voting equipment from one of four vendors - Hart Intercivic, 
Diebold Election Systems, Sequoia Voting Systems, and Election Systems and Software (ES&S). All four 
vendors submitted systems for re-testing; each system has several components, including Direct Recording 
Electronic (DRE) voting devices, optical scanners and other hardware and software. .   
 
The specific components (including make, model and firmware version) being considered for certification under 
the 2007 program are listed on the voting systems certification program page under the heading “Details of 
Voting System Applications Submitted for 2007”. 

 

3)       Who are the individuals involved in the re-testing process?          

The re-testing process described in Rule 45 is specifically designed to require broad participation from IT 
experts and elections officials. The process was designed in a multi-layered fashion so that no one individual 
has undue influence over the testing process.   
 
The organizational structure consists of a Voting Systems Program Director, John Gardner, who coordinates 
and manages the work of the Testing Board, which conducts the actual testing. The Testing Board engages in 
a Triple Check process, requiring validation of each test from three testing board members.  

Furthermore, the work of the Testing Board will be independently audited by two outside experts. The audit will 
independently verify the performance and accuracy of the Testing Board’s work, and offer any necessary 

http://www.elections.colorado.gov/WWW/default/Rule Making/2007/notice_of_adoption_of_election_rules_3.16.07.pdf
http://www.elections.colorado.gov/WWW/default/Rule Making/2007/8_ccr_1505-1_sos_election_rules_as_amended_5.30.07.pdf
http://www.hartintercivic.com/
http://www.diebold.com/dieboldes/
http://www.sequoiavote.com/
http://www.essvote.com/HTML/global_gateway/home.html
http://www.elections.colorado.gov/DDefault.aspx?tid=501
http://www.elections.colorado.gov/DDefault.aspx?tid=501
http://www.elections.colorado.gov/WWW/default/Voting Systems/Certifications/state_cert_team_organization_structure.pdf
http://www.elections.colorado.gov/WWW/default/Voting Systems/Certifications/testing_board.pdf
http://www.elections.colorado.gov/WWW/default/Voting Systems/Certifications/triple_check_process.pdf
http://www.elections.colorado.gov/WWW/default/Voting Systems/Certifications/independ_audit_certification.pdf
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corrective actions or re-evaluations required before a decision to re-certify a system for use in Colorado is 
made. 

 

4)       What are the potential results of the re-testing process?    

Once the Testing Board has completed its work, and the documentation has been independently verified by 
the outside auditors, a recommendation will be made to the Secretary of State. Generally, the recommendation 
will fall into one of four categories: (1) full compliance, (2) certification with restrictions, (3) temporary 
certification, or (4) failure to certify.  

 

5)       How long is the re-testing process expected to take?        
 
C.R.S. 1-5-617(1)(c) gives the Secretary of State ninety days from the submission date of an electronic voting 
system to reach a decision on certification; section 1-5-617 was added to the Colorado Revised Statutes in 
2005. However, in light of the publication of Rule 45 in March 2006 that greatly expanded the re-testing 
process and increased the documentation created during testing, the Secretary of State has determined that 
the process must go beyond the 90 days set in statute; such a deadline is directory, not mandatory.  
 
The court-ordered recertification process has been a difficult one. Completion of the certification process has 
been delayed by difficulties the office has experienced in obtaining from vendors the documents and computer 
files necessary to complete the testing process.  Had it not been for these delays, it is likely that the process 
would have concluded by July 1, 2006, as originally planned.   
 
Instead, the projected completion date for the re-testing process is now October 1, 2007.  This office 
understands the difficult position that this puts county clerks and recorders. The Secretary of State has made it 
clear that there is no guarantee that every voting system will successfully pass the re-testing process.  
However, this office wants to assure the public that, in the event a voting system does not pass the re-testing 
process, we will work with affected counties to arrive at solutions that enable them to carry out their 
responsibilities. 
 

6)       How will the re-testing process affect the November 2007 election?        

The Secretary of State’s office understands that the timing of the re-testing process poses difficulties to county 
clerks and recorders planning for elections in November 2007. The Secretary of State’s office is committed to 
working with counties to arrive at solutions that enable them to carry out their responsibilities in the event that a 
particular voting system does not pass the re-testing process.  

 

7)       How will the Secretary of State’s Office reach a final decision?        

Pursuant to C.R.S. 1-5-614, the Secretary of State shall certify electronic voting systems for use in Colorado; 
the final decision on whether to certify a particular system will be made by the Secretary of State. 

The Secretary will rely on the following information: (1) the substantial documentation created by the Testing 
Board – more than 1,200 pages for each system; and (2) the recommendation made by the board and verified 
by the independent audit. The Secretary of State will not consider outside influences while reaching a decision. 
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8)       How do the results of California’s review affect Colorado?    
 
The California Secretary of State recently concluded an internal review of the electronic voting equipment used 
in that state. For more information on the California review, please visit the California Secretary of State’s 
website.   
 
While the California review is of interest to the Colorado Secretary of State, the results do not compel this 
office to conduct similar processes or to make the same policy decisions based on the California test results. 
The Colorado Secretary of State is bound by the laws of Colorado, and obligated to follow Colorado statute 
and comply with the Denver District Court’s order in the Conroy case. 
 
Notably, California has chosen to take a very different approach to testing and certifying electronic voting 
equipment; one which is inconsistent with the requirements of Colorado law.  Unlike Colorado, California is not 
required to test its voting machine systems against written, quantifiable security standards set forth in statute or 
rule (Colorado is required to do so pursuant to C.R.S 1-5-616).  
 
Instead, California’s “red team” testing approach is wholly dependent on the particular team’s ability to search 
for and find apparent vulnerabilities in a given electronic voting system.   
 
Furthermore, as acknowledged in the reports published by the California Secretary of State, the red team 
members were given unimpeded access to the systems over a several week period in order to devise and 
carry out their computer attacks. Indeed, the stated goal of the red team testing process was to examine “what 
a dedicated attacker could accomplish with all possible kinds of access.”   
 
The teams made no assumptions about real-world constraints that would impede attackers who attempt to 
hack into machines in use in a county, and they gave no consideration to procedural mitigation measures 
taken by the vendors or the counties under actual election conditions.   
 
Unlike California, Colorado’s approach to voting system security is holistic: the electronic voting machines are 
one part of the election process; the rigorous county security measures in Rule 43 are a key component of that 
process, as are the acceptance testing, pre-election testing, and post-election audit processes performed at 
the county level to ensure the integrity of Colorado elections.   
 
The California Secretary of State’s decision to permit conditional use of the electronic voting systems with 
certain security measures in place reflects the steps already being taken in Colorado with the adoption of Rule 
43. 
 

 
 

http://www.sos.ca.gov/
http://www.sos.ca.gov/
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